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Installing 7-Zip

Emailing files containing Personal Identifiable Information (PIl) or confidential information such as social
security number, birth dates, grade information, or computer passwords, must be encrypted and password
protected to secure them from unauthorized disclosure as per the Information Technology Directive —
Information Classification and Handling.

MCCCD recommends the software 7-Zip which compresses and secures files with encryption and a password
to protect files with PII.

Download 7-Zip to install the application. Select the most recent 64-bit Windows download. It is normally the
second link from the top. Follow the instructions on the screen to download and install the application. If you
don't have access to install an application, contact your local desktop support to install 7-zip.

Emailing Files with Confidential Information

Emailing files containing Personal Identifiable Information (PIll) or confidential information such as social
security number, birth dates, grade information, or computer passwords, must be encrypted and password
protected to secure them from unauthorized disclosure as per the Information Technology Directive —
Information Classification and Handling.

If you do not have software to compress and secure files with encryption and a password, download 7-Zip.
Use the Installing 7-Zip instructions above for installation assistance.

Open 7-Zip
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tEmployee Personnel Report.docx
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Zip, Encrypt and Password Protect a File
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Add Extract Test Copy Move Delete Info
¥ | C\Users\ \Desktop\Reports\Employee Personnel Report,
Mame | Size | Modified | Created Accessed

Open archive
Open archive
Extract files...
Extract Here
Extract to "Employee Py

Open Inside Ctrl+PgDn
Open Inside *
Open Inside #
Open Outside
View
Edit

Test archive

Add to archive...
Compress and email...

Cilsersy \Desktop\Reports!

Archive:
I‘Employee Personnel Reportzip I

M [-]

Archive format Update mode |Add and replace files |v‘
Compression level Path mode: |Re|at\ve pathnames |v‘
Compression method r Options
o ' [ICreate SFX archive
Dictionary size: D e
[lcompress shared files

Word size [ Delete files after compression

Solid Block size:

Encryption
Number of CPU threads Enter password:
Memory usage for Compressing: 131MB

Reenter password
Memory usage for Decompressing 2MB ‘ kkkkkkkk ‘
Splitto volumes, bytes:
| | ‘ [C]show Password

v

Encryption method:
Parameters:

AR

Right click the file or folder to be
encrypted.

Select 7-Zip.
Select Add to archive...
Optional: Rename the file.

Select Zip from the drop down menu
as the Archive format.

Enter and Reenter the password.
The password is required to protect
the file. You will provide this
password to the recipient.

Select the Encryption method
AES-256 from the drop down menu.

Click OK. Notice that the zipped fileis
saved in the same location as the
original file. (See file path example in
step 4.)

Email the Encrypted File

1.

Open your email and attach the zipped
file to your message.

Provide the email recipient(s) withthe
password.

Best practice: Call the recipient(s) to
convey the password.

Optional: Email the password

to the recipient(s). ALWAYS send
the password in a new email that

does not include the attached file.

infosec@domail.maricopa.edu.

Questions about information handling? Contact MCCCD Information Security Office at
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Opening emails with confidential files attached

e Emails with encrypted files include the Encrypted attachment warning message as displayedbelow.
e Only open the file if you trust the source and you are expecting the email.
e To unzip files, download 7-Zip. Use the Installing 7-Zip instructions above for installationassistance.

Download, Unzip and Open an Encrypted File

o @ 123PM (22 minutes ago) ¥ &

Unzip the attached file for more information.
Thanks.
A Encrypted attachment warning - Be careful with this attachment. This message contains 1 encrypted

attachment that can't be scanned for malicious content. Avoid downloading it unless you know the
sender and are confident that this email is legitimate.
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1. Click u to download the file from the
email.

Open 7-Zip File Manager.
3. Navigate to the file to be unzipped.

4. Right click on the file to be unzippedand
select Extract files...

5. Select where to save the file by clicking on

Enter the password provided by the sender.
Click OK.
Locate the saved file to open it.

Extract : C:\Users\ \Downloads\Employee Personnel Report.zip x

Extract to:

[CiUserst \Deskiop\Reports ] -e
|Empluyeepersunnemepun\ o i -

Path mode: ‘ ........... |

[Full pathnames [v]

[(]Show Password

[CJEliminate duplieation of raotfolder

Overwrite mode: [JRestore file security

[Ask before overwrite [v]

0‘ oK ‘ ‘ Cancel ‘ ‘ Help

C\Users\ \Desktop\Reports\
File Edit View Favorites Tools Help
fh wm v W =W R i
Add Extract Test Copy Move Delete Info
El I Ch\Users\i L\Desktop\Reports\I
Name | Size | Modified Created Accessed
|| Employee Personnel Report?zl 8848 2019-01-29.. 2019-01-29.. 2019-01-29..
11420 2018-01-22.. 2019-01-22.. 2019-01-22..
[FA 7-Zip

File Edit View Favorites Tools Help
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Add Extract Test Copy Move Delete Info

: ] | C\Users\ \Desktop\Reports\

Size | Modified

Name |

Wi Employee Personnel Repoptiz

Open
Open Inside Ctrl+PgDn

Open archive
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\Desktop\Reports\Employee Personnel Report),

File Edit View Favorites Tools Help
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Add Extract Test Copy Move Delete Info

5 | C:\Users\, \Desktop\Reports\Employee Personnel Report\

Name Size | Modified Created
@= Employee Personnel Report.docx : 11420 2019-01-22.. 2019-01-29..

@ Questions about information handling? Contact MCCCD Information Security Office at

infosec@domail.maricopa.edu.
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